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ABSTRACT

In recent years, wireless networks have grown up rapidly and performance of these
networks has been concerned in research area. It is desirable to get better performance
and higher data rate in data transmission. On the other hand, security is a problem,
particularly for wireless network. There are many international standard
organization ,such as IEEE and Wi-Fi alliance announced security standards like
WEP - WPA to improve the security of wireless networks. However, the overhead of
these security mechanisms will be detrimental to the performance of the network.

This paper adopts five security mechanisms: 1. No encryption 2. WEP 64bit 3.
WEP 128bit 4.802.1x with WEP 128bit 5.WPA, with the level of security higher from
the first to the last. Some parameters are chosen to test the impact of various security
mechanisms on performance. Five security mechanisms are experimented in the order
of their security level from the first to the fifth and the performance impact are observed.
According to the results of experiments in this paper, some conclusions are made. First,
the performance of 802.11g network will be decreased as the level of security increased.
Second, as compared with 802.11b network, the performance of 802.11g network is
decreased more quickly as security level increased. Third, the performance loss of UDP

traffic is less than that of TCP traffic.
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