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Personal Information Protection in Cloud Computing and
Information Security Governance Base on View Point of ISO/IEC

JTC 1/SC 27
Student: Andrew (Tzu-Heng) Huang Advisor: Prof .Kwo-Jean Farn

Chinese Culture University
ABSTRACT

Information security requirement is necessary to maintain and discuss, which allow
those requirements to reach availability, efficiency, integrity. Working groups in
International Standard Organization ISO/IEC JTC.1/SC 27 will have meeting in
51different countries every 6 month. This these utilize ISO/IEC JTC 1/SC27 N9001
and ISO/IEC JTC 1/SC 27 N117 to/discuss Information security governance, and use
ISO/IEC JTC 1/SC27 N8808 and ISO/IECJTC 1/SC27 N9226 to discuss Personal
information security. Moreover, the information system is getting changed everyday,
company or organizations has ta be accept cloud computing is inevitably when face
information security issues. ISO/IEC.JTC/L/SC 27-has issued ISO/IEC JTC 1/SC27
N9314 to allow members to discuss SME perspective on cloud computing. Also has
recommended the benefit, risk, and information assurance architechture of cloud
computing in information security.Also ISO 27001 by the PCI DSS standards for the
supplement of cloud providers andoutsourcing companies to
provide recommendations for control measures. This these base on ISO / IEC JTC
1/SC27 WG1 and WG5 documents to discuss cloud
computing on personal information protection and information security governance,
and its associated security controls to make appropriatere commendations.

Keywords : ISMS ~ ISG ~ Personal information protection ~ Cloud computing
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ISO 27001 %
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% 1-1 ISO 27001 % R==#E#&

Japan 3790 Slovenia 17 Macau
India 516 Philippines 15 Morocco
China 495 Netherlands 14 | Argentina
UK 460 Pakistan 14 Belgium
Taiwan 410 Vietnam 14 Bosnia Herzegovina
Germany 154 Iceland 13 Cyprus
Korea 106 Sau;-il;Arabia 13 | Isle of Man
Czech Republic 101 ‘,’f Indonesia " Kazakhstan
;3‘ -— _
USA 99 | Kuwait Macedonia
Hungary 72 | Pl)rtuggl - Ukraine
Spain 67 Russ‘.ia--;\ Federatior: 10 | Armenia
Italy 64 Colombia 9 Bangladesh
Poland 58 Iran 9 | Belarus
Malaysia 52 Norway 9 Denmark
Austria 37 Sweden 9 | Ecuador
Ireland 37 Bahrain 8 Jersey
Thailand 37 Switzerland 7 Kyrgyzstan
Romania 34 Croatia 7 | Lebanon
Hong Kong 33 Canada 6 | Luxembourg
Greece 30 Oman 5 | Malta
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Australia 29 Peru 5 Mauritius

Singapore 29 South Africa 5 | Moldova

Mexico 24 Sri Lanka 5 | New Zealand

Brazil 23 Dominican Republic 4 Sudan

Slovakia 23 Egypt 4 Uruguay

Turkey 22 Lithuania 4 | Yemen

UAE 20 Qatar 4

France 19 Chile 3

Bulgaria 18 Gibraltar 3 | Total 7136
A Sl S International Register of ISMS Certificates

http://www. iso27001certificates. com/Register%20Search. htm (2011/5/20)
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BB 28 0F 146 Birs P r TR o £ L F - B A TR
BITHE o gE 8 F 865 0 B 35% 0 Adc IR
FHREHRE E R L% 2 o Fii 8+ 476 # (My USB ONLY #
= : Yahoo + /& PChome = i 7 “b ;8 §[ %=

http://www. myusbonly. com/usb-security-device-control/ne

ws_read. php?1d=263, 2011/5/20) -
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FoR YpREFH

YRR A B ow & % - @433 [SO/IEC 27001 shie i i g
¢ 1SO/IEC JTC1/SC2T 2 B e 4 © % - &1 & L4 5% 2

2 [SMS; % = & 5 ISO/IEC JTC 1/SC2T # 2 :4:& & Bk o

¥ - & [SO/IEC-27001 z :&i-indg

]2 L ,35'.3%%(Intemational Organization for
Standardization > # FISO) =g 2% B ¢ (Technical
Management Board » #§ #TMB) 2 &% ¢ 72 k5L & R¥EF 2 - K
H> 2220012 £ 7 1A [SO Guide 72 (Guidelinesfor the
justification and development of management system
standards) it & # & » ¥ *+2008-06~2010-12 14 ic ik % 2= (Energy
Management) & #5327 o p 2006# A= s g 12 K AR
(Management System Standards, MSS)z. % g i* # (Strategic

Advisory Group ° f§ #SAG-MSS) » & RH % 135 ik i ##
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(Technical Advisory Group @ & #TAG)7 FJTCG (Joint

Technical Co-ordination Group)# & & i ¢ 32 x %2 & Ik BB

(Joint Vision) I &35 «oMSSE iz - A7MSS > 4o RI2-1 -

1. JTCG *+2008 & = = ¥ %15 » £2009-04-104% 11 MSSz_ 22 3%

: 1SO/TMB/TAG13-JTCG/TG3/N034 » 35~ & i 4p B 2 $Lis% R

€ X% 4 B 2010# = = MSS -

2. 2009-04-23 > I1SO/IEC JTC1/SC2Tr2NT616%. < © &3¢ MSS2 2=
A

3. JTCG*>+2010-05-174% 1MSS2 3 % = JTCG/TF1/N28&JTCG/TF3/
NOB6 » s & B 2 it gt 3 & # % & L (Study and
comment ) °

4. 1SO/1EC JTC1/SC27++2010-07-154 1 = " I1SO/IEC 2700122 MSS
v # v A Z (WHITEPAPER FUTURE OF ISO/IEC 27001 AND
MANAGEMENT SYSTEM STANDARDS (MSS)) ; -

5. 1SO/1EC JTCl/SC27;§ FAMSS2. T B R Ik SR R - R
~ B X e %3 (Draft high level management system
structure with draft identical text and common

terminology) ; > **2010-11-15=# ISO/IEC 4th WD 27001
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ISO 9001
4" editie /
ISO 14001
Env. 2™ edition %
OHSAS,18001
A OHSAS 18001 7
nd . g
ILO OHS 2001 2 edition
ISO 22000 ISO 31000
? Risk management 1ISO 26000
Guide 73 ISO 28000
SO 27001
Guide 72 Integistion SAG MSS
handbook
2000 2005 2010 2015

W 2<1 8 32 Su2 s

4L &k Waumans, R (2010) JTCG Introduction, Buenos Aires, May 2010

p v SC 27 & 1 %] & (Working Group, WG)& = & ? #n & 51

—\

BERARGFe 2R- - F21i®meginen SC2T A ¥
flaF gcnd X SEFEF-FZ21® ) ee¢R LREZY

s )
%Lﬂgo

SC2T eha i gefl? » & F % > ¢ 32 & ¥e(Information

Security Management System, ISMS)Ap i et 1 i3 & 5
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WG1 % WG5 4rf 2-3 - B = ISO/IEC JTC1/SC27/WGl ¢hi £ 1 1%
FRAFEFTAE 2 (M) ek 451 B e dan
iz e 35 [SO/IEC 27001 ISMS %2 & 5 (gt & 2] enfh 2 o 3£ 7

27001~27006) ez B g2 d gk » Jop L F K2 B [ISHS 4551 40
Mz LR €45 617 (Liaison)» B b @ 222 & 1FH thehe 3¢

T AR e [TU-T ~ 5 %H,%:éﬁié“év’ﬂTC 210 ~ & PRG3R B i

|~

E68£ﬁﬁé%°%ﬁi”’%Lﬁiﬁﬁii%%ﬁﬂC%4
2 AR e B 2 & # € (World Lottery Association)i =

BB o WGL = 3 B Z I AsF RS GrifE & 45 > 4o 2-2 ¢

[SO/IEC 27000 = -Overview and vocabulary(Final

Committeee Draft)

« ISO/IEC 27001:2006 - ISMS requirements

« ISO/IEC 27002:2005 - Code of practice for information
security management

« ISO/IEC 27003 - ISMS implementation guidance (Final
Draft International Standard)

« [ISO/IEC 27004 - Information security management

measurements(Final Committeee Draft)
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[SO/IEC 27005:2008 - Information security risk
management

ISO/IEC 27006:2007 - Accreditation requirements
[SO/IEC 27007 - ISMS auditing guidance (Working
Draft)

[SO/1EC 27008 - Guidance for auditors on ISMS controls
ISO/IEC 27011:2008 (ITU-T X.1051) - Information
security management guidelines for
telecommunications organizations based on I[SO/IEC
27002

[SO/1EC 27014 - “Information security governance

framework

21



3 4 (Terminology)

FEEL 1 270004 B ISMSHEE k72 & F ~ * F R E g ¥ B

LI S el
TR S £
(General Requirements) ISMS# <% 78:27001 R R F 5527006
B4 0w LR
%A R E R L E R X F:
127002 127008
L 4p il P T B
(General Guidelines) 7 iT3p 3l fat alﬂ &
LR S e d 8 2 :27003 :27007
\
2 b & ? Z «—— % 51 X #%(Supports)
27004 27005

AR 5 W] 4L 4 (Sector-
specific)dp 31 (Guidelines)
R ST S0

it B (Health) 2 5
(Organizations):27799

73~ 3 (Sharing)
4.8:27010

% 1% (Telecommunications)

24127011

U SR
(Governance):27014

W
L &k
2.5 %
344

ISO/IEC 27000:2009-05-01 » 712> @Ml ; &2 A% o
* ISO/IEC 27001 ~ ISO/IEC 2700535 % & 1SO 31000 % i & ¢
Foa 2" Working document for revision of ISO/IEC 27000, ISO/IEC JTC 1/SC 27 N9027, Page 15, Figure 1, 2010-11-23.

) FE ¥ 2012#57 A o

7o %k ISO/IEC 27000:2009-05-01 - F 12 - ®]. 1

pLoehd

i [SO/IEC 27006, si% 2% ¢

()

e sedr g % 2 e (Technical Verification) % 4

(27006 Annex D) > #&m P w0 & § #icz #5P WP 2 B HRARL 0

PR RS T3 - LE &M a4 0 FI WG 12 27008

RIS PR R S NCIE IRy RS A ERE

FIOE R P AD RATIE T RS (T2 o

g ISO/IEC 27001 51]%%1%“,% 27007 p =

%

22
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Re g r» B ¥4 R € % %(Final committee draft,




FCD) & & % W% 45 %" % (Final Draft International
Standard, FDIS) » F]p* %P & Ijﬂ*‘ug BTN aF s R4 27001

%,

g R e brAg S g o d WG 1 p oW et B kg 0 27001 i 5

R TLE Bz 1 (T E M E R T 2 A R

B iedy5l .

=g WG3 WG1

(Assessment) . & IR i% R - 3 ? 2 ¥ 7 % s(Information
(Security Evaluation Criteria) Security Management System)
WG4
hERL % 27 #4 % & PR (Security Controls &
(Guidelines) Services)
WG5
) WG2 ¥ £ F 1280 £ (I dentity

i T E &% 2 4841(Cryptography Management & Privacy

(Techniques) & Security Mechanisms) Technologies)
(Product) (System) (Process) (Environment)

T k& 1. Walter Fumy (2005) ISO/IEC JTC1 Plenary Meeting — Banff, Canada — November, 2005 -
2. http://www?2.ni.din.de/ (2006-08-02) -
3.y

W 2-3 ISO/IEC % 2¥-¥ 1 ivj=7 4 IR R(2000 & 5 7 2 15)

T k& :Walter Fumy(2005) ISO/IEC JTC1 Penary Meeting-Banff,

Canada-November, 2005.
WG 1 Pas & Aei7araa 750 & L hadik o & 45

— -

e 7% 257 (Information security governance) e
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c PFTAFZFTAX>E MY IFEE—VRUEEE
(Sector-Specific ISMS Standards for the World Lottery
Association) e

« FTHREXFEBIGEALEIIRER AN
(Information security management: sector to sector
interworking and communications for industry and
government) °

. FEA¥2ZFTRE r4pil—nmgA#E R (Information
security for Critical ‘Infrastructure —
Sector-specific guidance) o

o R FFF AL 2 E 2450 (ISM guidelines for
e-government services) e

o FEFR F % 2 24 (Guidance for auditors on ISMS

controls) e

BFHAYIED Y O BIE AR T PR N2 A #E
RFEAE 2451 2 F BRI MM B R A 3 B F
EAgnz Ay AA YAk FRER AR £ R B A

AEPICSAEE SRR BEE Lins sl o Y
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FA W E R M ARE KL RE R A&

FEFRF LI B Bhow IR o R LE R ERE £ 8

TR HE T T AL APT 5 A Part 3¢ Hu MR
HEEPpE LR 21 EHE A AT T RER
(Supervisor Control And Data Acqusition, SCADA)z /#2332

% ﬁﬁlj;}dﬁ 22K NP8

o Part 1: #%#% ~ ¥ #2% =P (Overview, model and
principles) o

o Part 2: % 3 B2 ks {(Interworking and
communications poliey) ®

o« Part 3:URAREIRE RAlH e 0 ¢ R L RE B {e TR

A
2

% $u(Process management and control, which includees
work on SCADA) -

« Part 4: & #¢ 22 T (Crisis management procotol) e

« Part 5: Fa% >4 122 34| & (Economies of

Information security management) °
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2.1 FAX2isEELE =N

(1)ie@(Govern)(#3#): # LF fR R A e WATE % o
(conduct the policy and affairs of a state, organization,

or people) (ISO - 2010) -

(2)ie1® (Governance)( &%) 1 inT@ eni7 B9 5% = J£ (the action or

method of governing)(1SO/IEC 38500:2008) -

(3)= #ip32 (Corporate governance) @ i 3% ¢ I & i S 2
4 % (the system by which organizations are directed and
controlled. ) - (¢ p Cadbury 1992 £ OECD 1999)(ISO/IEC

38500:2008)

(DIT ;232 (IT governance) @ L #FF @& ird| a2 A kit

* [T 2. s %t o (the action or method of governing IT, The

26



system by which the current and future use of IT is directed

and controlled.) (ISO/IEC 38500:2008)

IT Governance Institute 45 IT /in32 & = & /»32 (Corporate
Governance):fi— R i» » & 2hfh > chjEde o v d AR EIER o R
EHgAAere S > Pt iR [T i A TR adp i
g Y o X EEFEEAFFG xn [T §F2FH

zj:‘\{?/_—_)kgﬁ,? f,']féﬁ}»"\mﬁ”’%ﬁo
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W 2-4 ITism2 %W

7ok kR 1SO/1EC 38500 F3ndijbrz. o @732 » |15 Bl 1

() F% 257 (Information Security Governance) : i i §l
B R Y P ART N E DB E R R PR - P
L s SRS ST s SR Sy EAe- a4 o ® :ﬁ T3 B e
R FTAL 2EAFEEFARET 2 f2dlah k% (an
integral element of Corporate governance by helping to
achieve strategic alignment of information security
activities with business objectives, assign
responsibility and decision making capability, and comply
with related laws and regulations. The system by which the
activities of information security i1s directed and

controlled. ) (ISO/IEC 3rd WD 27014) -
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e —— o
ISO/IEC 38500 o ‘<::::i3533i[* <<::::£;ff%zkjjz;>

FoLE Y Eam sk

® 2-5 ISO/IEC 3rd WD 27014 T % 2 /s 2=

FA kiR ISO/IEC 3 WD 27014 & ~5= %

Y AL o 2 TAL 2p BB E R FAEN 0w
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3

&

4TI E 2T T A S A B A & 7 0512 (Governance)
& £7 4 12 (Management ) % o

L

FREFREEZE /AR -EF LB RS BH

—

#* = FA% 2 R (Vision) ~ vk (Strategy) & @ &

(Mission) = i 3% i fp4L(Directing) & & T A% 25K

FREAPLEPAFE R SFTAL 2R G BB

’

"
e

FRE-HNFRFRERFT AL 250K (Policy)ig i+
% >z ¥ (Implement) ¥ ¢ 7 (Manage) » ¥ 28 w

3% (Reporting) iz F 75 5 B F¢ i & BIR RIpw 3R 75
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2.2 ISO/IEC JTC 1/SC 27 %2 F# % 2in

[SO/IEC JTC 1/SC 27/WG 1 *+ 2010 & 11 # 15 p & 9 & = = ¢
1R % o N FALH Ik SRR ¢ 2 [SO/IEC 27001 & £

¥R AR HET

%1% @ @* # F(Scope) °

% 2% 5l * 4% (Normative references) o

% 3% ¢ % F# & (Terms and definitions) °

% 4% 245 2> F (Context of the organization) °
% b ¥ ! sif4 (Leadership) °

% 6 & : ®%1(Planning) °

% 7% 24 (Support) °

% 8 % : i# ¥ (Operations) °

% 9% ! ¥»:® % (Performance evaluation) °
% 10 ® : :xi&(Improvement) °

7R kR o ISO/IEC JTC1/SC27 N7616:2009-04-23 » *té B -
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WMMS P oo P m A G G B IR K A H 2 e IR kG b

B AL L b ] 2-6 T

L Ed B A Input) R kA
LT —4I-| a8k 4 & (Context of the organization) | {Customers and
{Records management - _ Stakeholders)
requirements and e T
expectations) /.---""—| 4.2 f(Leadership) ‘ - e
- “‘\
/ ' \
WPlanning ‘ 2L it Improvement) ‘ .
| t !
s 1T 5 /
{Performance Evaluation }/
P
TTT—— RA R Wik HEmhd
(Qua“l".' records) HY W 2 F oo e
EEnFaamE [ o| (Right managerial
(Customers and i i (Outputy decisions to achieve
Stakeholders) pelicy and expectations)

i 4% 1 180 (2010) Information and documentation = Management system for records = Fundamentals and vocabulary,

150 DIS 30300201 0-05-21, Figure % p, 7,

W 2-6 iE425% 2 F 12 % 3k 4P 2247 (Process-based MSR

model )

AL kR :1S0(2010) Information and documentation— Management system for
records - Fundamentals and vocabulary, ISO DIS 30300:2010-05-21 Figure
3, p. 1.

srdeds [SMS { 4ech= £2 it » [SO/IEC JTC1/SC27

4
A

N9001:2010-11-05 ** % 1 F 2 % = F & W& |7

\‘*‘:
'S
W

% > 7 PDCA %% #-3] (Plan-Do-Check-Act Model)w & 4 %] 4c

IRES SEEE-TE L= TR Y S SN NEE R
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FPHAERE R 11 iF AFNL 2E S5 { FAENE

FER R

s SR R R -2 & STiE S L S

B FLE S 2L BERE DA # e R g Lk

AE 2 THEF 29U A [T Bph o 3% 3

5% http://www. microsoft. com/business/smb/zh-hk/security
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http://www.microsoft.com/business/smb/zh-hk/security/planning-security-budget.mspx

/planning-security-budget. mspx, 2011/5/20) > ~ % & fe 3|

AR g 00 o #rrd & ISO/TEC JTCL/SC27 N9001:2010-11-05

2EVER O RRR TG Wi 4 ¥ AR kT o
foigsk » i ¥ T O FRBRE > NEELE G B3ER
STER BT R e ARl 0 (TR T AL & 45 0 Blde D R I fF
o N ERTAFIRG PRI gt Bt e 3 TRAORE
WY EMA XA ERIFTAL DR A B SR IEA KD
b TR R J‘zig;&%a‘jlj'? KA R ) TR AT daniE &
FEAE e

SRS R R

— B frdy at (ot P 1T 0 P )

—H (4o o BER A BT fogidl (4ot KGR T 3R
~% Hcr B H AT

FAE 2 F38 kehe 20 FAa R 1034

—/4 fw (distribution)

-JE P~ (access)
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http://www.microsoft.com/business/smb/zh-hk/security/planning-security-budget.mspx

~#¢ 73 fr %13 (storage and preservation)

-B~w{ri¢ * (retrieval and use)

¥ #14# %% (control of change e.g. version control)

—AE R R (e ) (preservation of legibility)
—P 2k 3% s pF e E W (prevention of the unintended use of
obsolete information)

- % vk (retention and disposition)

% = & ISMS &g £ Fr ik

3.1 ISO/IEC 27001 #f3

[S027001 FFupojr—% > Hpe=F30% 2 7 % -8 REIE
"Information Security Management System (ISMS) -
Requirement ;> H_p ot F*%% F & F L7 »xeig | TR ko i

TN 2EBFFET L FWMT L 2 B L AEE R

i”me

?Qil?“blbm—%(‘z“:oquzif“*{f‘r‘ﬁ*f‘?{jiﬁ\%% ’Eﬂ
4 se(Information Security Management System, ISMS) 2 #i

Ao PR RE P PR LR R e ARG L ok

\f"\ﬂ

£ ooy

CFED RN AR T 2w
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B4l EFFRFTAE 2N p T

T

LT R R

[S027001 FF3u% 2 B 438 3 £
FE 2AEPLE 0 d R
AR AR T e R S R R AL
A % BST799-1 £ BST799-2 -

A L

% 2-1 # A%~

71995 & 4% 4

SR S

£_BST799 » BSTT99 £ _H*%%

) 28 42 =
b ]lép{’ L

i 4% 10 - BST799 2 &

% 2-1 5 RS~ RPERE S o

B Ssp BRFRE

= R B 2R

AR

[S0:.27001 -
BS7799-2 2005(E)(F % 2

BLE R REE)

CNS 27001 (2007 =

g o F)

[S0 27002: 2005(E)

BST799-1 (Fas 2 Hmo it

CNS 27002 (2007 =

)

[S0 27003: 2010CE)

(FE 2 i

CNS 27003 (2011 =

TreREEH)

)
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F ®dpsl) CNS 27004(2011 +# 5

IS0 27004: 2009(E) | * & == % %)

W

(”Fl“;%—lz )3:? 2F B

(Metrics)& p|£)

IS0 27005: 2011(E)
CNS 27005(2010 = 2
BS7T799-3 (FRE2h'GE
TR
)

1S027006+—2007(E)
CNS 27006(2010 # 2

(o sk 2 4.2
3

TR

ot kiR ISMS 22 415 4+ (= )b % g 32 » 1SO7IEC/JTC1/SC27 (IT Security
Techniques) Chairman, Mr. Walter 'Fumy, 2004-10-04 -

ISO/IEC 27002:2005(BS7T799-1) 4 & 5 %% = 2 » i/ L
g 24 s FEARATAZ 2R G L 49 ¢}
11 BAFS ~ 39 B0 2 133 Bl T mipe LA (v 5
FEER B AR o 1A BSTT99-2 IS0 = i 1S027001:2005 F
A DTN AR . a5 ONS27001(2006 % ) -

PHRELTRERFR AN E2F e e E e L LR
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+r frid R ¥e g Foo g owx i%‘ﬁ'ﬁ']«‘fjﬁ Wk Lo BT K

E A e s

[SO27001 ## 4! &A F st 3™ 3haeZ 3] & -0

R

WE

e ikdpiz 8 enFaE 2~ P R A RH F R
FRSFHETERL AT AL 2FRMFTAFTAESR G
o &b GEE SR R T AR ISO/IEC 27001 #4198 &2 45
P F R ARG E I AR E R B R T L ek
FoRFFRRGE HEHBBRL Resgr HEP S 2
B it 7 PDCA 78 % BEZ G (7 4 4 3 vk % # 22 - [SO/IEC 27001

T2 FAE 2P ILnER Fe oGRR Y F T SR hE

- FhlRr g R TS 2 o EERE: FTaE 2R
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- B R * 2 7 e~ s £ (Plan-Do-Check-Act, PDCA)

CELRGE S S

# 1 (Check) ~ #e & (Act) » i B & 17 PDCA #03] AR & 7 b "6

B
i A FoR 2 F 12k S BS 20 PDCA ¥ Tk Bl 4o B 2-7 #7o1 -
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Continual improvement of the personal information
management system
e - - B .
-~
Interested P Plan Interested
parties ___-'/"‘f Plan for parties
/ implementation
/
!
Act i -~
| Improve Implement |
| and operate I
I.l .'II
PIMS /
requirements 5
r
and. M Check ’ nfommaton
expectations ——— Monitor and P
: #
Plan To plan for the implementation of a PIMS Clause 3
Do To implement and operate the PIMS Clause 4
Check To monitor and review the PIMS Clause 5
Act To improve the PIMS Clause 6

W1 2-7 PDCA %% W

L kR 1SO/1EC JCT 1/SC 27 N9001

PDCA #-3] engr * » H & ph g idn g T 4 B 2 5 (Organization
for Economic Co-operation and Development, OECD):},E W
% o OCED ™ forff ip WP A sidr e 2 W& P &30

R Rl eFc 8 (% e S i % 2t TSWS i 422 PDCA F T2 3 B 10

&

[S027001 s+ 35 11

=
>
w«

239 Al P AR MR 133 B
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AR o B i Ll gl PR AR R A RDTAL 2P
2k (ISMS) et &2 ~ FEp ~ e E B AP E g o P13 1] BAR
BAULFRF 2REA) TRt 28U 6 FAFR
AT~ A4 FTREZA) - FHeRET >N~ dnir
BA10) ~ HBEHIA 1D~ T3 ARES B2 2
A1)~ FREF2F&FRZAI) - FEEFFRA 1D &5

t(A. 15) °

@39 Bt P I BEAETE wma 0 133 BidlE R A
O BIHANIPETEI AT EF FETT P (TH oL 2-3 &
F 2-4 ¥ o d 7 L NISO/IEC 27001 T g 2 ek
g s Y R E o B - AR R P Fond kg

247 3] [SO/IEC 27001 R g% - F % 25k P s

- %4 (Confidentiality) : FA L2 VB LA GIRER 4
(5 -k lﬁ'—Fﬁﬁﬂ”‘)%%zﬂ zhiz I?B"E\‘éﬁgﬁ‘o

-= g (Integrity) @ Wil A M F 1L R I A R A
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AT G T o

-7 % t(Availablity): SR * 5 FIEF K7 G227 @

FFAE

[SO/IEC 27001:2005(E)A =~ % 4 &~% 8 & 2 f# & I29H3H 2
5. /& 2w [152,2,0,0]
6. gt > [2,11,2,0,0]

T FAFE (25,2700 (%% Rk 1 410 1)

8. 44 FmE > | 9. FMEREL L 10, AnprEy |12 Fakng
[3,9,0,0,11 | & [3,13,13,6,3] ) N
[10:32,24,3,11] | [6,16,3,1,2]

11. w2441 [7,25,10,2,6]
13, P23 &g (2,52, 1, 1] (&4 @ A7 13240 %)
14, ¥E&HF 2 [1,52,0,0]
15. # 9 [3,10,3,0,0]

#y

. [mn,0,p,q] = D[ &40 thile, #4158, HALA v A
B s, AL ]

2. 35418 45> ISO/IEC 3™ WD 27010:2010-05-27 * 323 2 -

FAL %k ¢ ISO/IEC 3™ WD 27010:2010-05-27 ~ 1SO/IEC 27011:2008-12-15 &

IS0 27799:2008-07-01 -
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% 2-3 IS-ISMS 4t 3

R:(Shall)2 5 #1440 #1446 4

ISO/IEC 27002:2005(E)

ISO/IEC 27002:2005(E) 2. & 5 & #i-

#£ By MR TN IHTE  mET AR E
A833 7 B4 U o
A.9.25 Horeh K H g
A.9.2.6 WA DT RRpAL R
A927 B A el )
A.10.1.2 HLFm
A.10.1.4 R s}b VRIRRE EER S A IR
A.10.3.2 s
A.104.1 HILE L5 mi"’#]:}:‘— K3
A.10.5.1 Fag o
A.10.7.2 B ik
A.10.7.3 F AR A A
A.10.8.1 AR B AR
A.10.8.2 EE =1
A.10.10.3 PR glenikk
A.10.10.6 483 9
# %1 Befzablac =44 (General) & J-(Requirements) o
Alll1l ER bt Ih a {
Al1l1.2.1 i ﬁé_‘ﬁ“
A11.2.2 HREE
A.11.6.1 F B
# Byt R A A2 vE - Y
A12.2.4 ] R
. %4 a2 % I &k ki(Early Warning System)#t & 3 3 %
i AL &
T kR BRI RS BATHEEETAX 22 T BN ER
3R @?Liﬁf’ EFnEmEsy o 2010297 11p

I)?P
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Tl e o B A TREGEZE ¥ 2 R i E 9 o iris

 EEAr R Foo B A FAL R H e S FE B A T AL AR
FRREOE T sHEBATEL N A E) P SRS S FESR-

Po PR RLAS ~ B dp BN R KT R E R
Bl AT 2% i Rge &~ PO B S0 pa

LRI B N ST IA -
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g
d
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(Personal Identifiable Information, PI1) - (ISO/IEC FCD

R 2D BE R R R AR o ¥

FRALBFTABROEE BB AFTHELZLRET EF1%R



» 2

LEHE L R D FUEAFELEFP IR TR G E

y AN N W

PR g > g 32k Se(ISO/IEC 2700 # & & %

B
g fe PR BN f B BRAE s FR A B2 LR

FETE > p I L ST RN o

ISO/IEC JTC 1/SC 27 WG5 *+ 2010 & 6 * 10 p #& 1 "&2+ %

Privacy
Reference Architecture

Implementing privacy controls for the processing of PIl in ICT systems

Organizational Pll Protection Privacy Enhancing
Provisions Mechanisms Technologies

Figure 1 — Main elements of privacy reference architecture
W 2-8 & 5% % Hfehi & A

AL k& ISO/IEC FCD 29100
pﬁé;}_j A

1. e
. [C LN

&

H
7~ 7

=< JB :

TS
Ji

3k

N~

AR
2. B A FHREB
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3. e tEF P
% = &7t e [SO/IEC 3rd WD 27014 F3% »>in24=
2% B 2-5 2232 Ap B Famendr 4] B - (control objective
for information and Related Technology, COBIT)=17 < p &

RN LRE R FARE P E T F ol o s BB

SR TV B 2 T R % S % COBIT hF SR
o e 29 -

W 2-9 COBIT IT /n & & % i

7k %k Control Objectives for Information and Related Technology 4.1 »
F 6 @2
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el 2TGEEE PO AT
MESERIEAEER e POTERITIE
VBT [ ¢ Bt NGEESRE BT
A POTSEITAEE
E(EH‘Z ¥ POSEHEE
it \\ PSSR ERER
il — PIEEEE
e Bt
AR it g ———
O I T K |
DS RGNS e
DSSEEER ROk
DSBS ER R .
DSERAL i 4
NG Gy e }%ﬁ“@?ﬂ% ;
DSTEE RIS \& > INE I i
NG A o il
DSVEEAR - 3 s
DS & (PuEE T ﬁ%ﬁﬁ%gﬁmﬂ
DSIIEHER J %L\ RETEE
17}@@1@? AFEEEE
DSI3E R ATREREI R E S ER

W 2-10 COBIT % % #

742 &k Control Objectives for Information and Related Technology 4.1 >
726 W23

2

»

- 2B T RSAEI 0 | AR R 8 T e R LR
# 2_ Ja Bl (Accept and adhere to privacy principle)*t COBIT

B (R 2-10) P el er i g S LA 3765 2
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b S&ARR ¥ R0 B A TR s 2 b % (Reduce risk of
privacy breaches) » ** P04 T & fe si{ohf fhpFL 0 2 £ 530042
(understand business processes) @ *t P03 @ H 7 v 4] T
B AFHRCEF)NEEE R(Address privacy safeguarding
requirement) ° F1& T B A FTALEEZE 2 2 2P AmMA
BXZ SR ESHEEEF 2RI PR AP NERIALE GIL

£

B AT (Ao T B2 LT LR A
15) 0 F1 R A TR CEF) AR o
$o T FREERA P R A AL

B AUEF TR ]2 Akl I F e T 4 5w o COBIT

BECGEY O FRA 2sc adotend  2RETH AT BRR
¥ 2 AATEER G MGEBU T H T RE 2500 fRARA -
DR L S ARl Ry Sl B S I EE 4}

i A A'}" lipﬁﬁlh" @%Emﬁ:/)é‘ » A ip ¥t BB A A’}“—) K#'JZ‘
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X DT A GO R s AR -

¥ = & ISO/IEC JTC 1/SC27 HZ 48 ¥ 2 gk

MEFRERBENE A EFE > 28385 (Cloud
computing ) b ¥ B 2T FEA WAL o ST R R

~ Y

BiE 2 N BT A H T ERA T RTTE AT R

EHFES % AR ELAD o F 1) o LEA NS BEH T
FEALEE ks £R P

2 hiEH L1980 & R 2 AT I S - PR
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R - BERRYFIEFRE DA, ARG

JV“V

SELREES R TS Soc R SR [

B

FWERHUE T - AAREERRE OO IT IRIER 40 ~ B * o {
B F o BB AR ER LI B LA 2 ¥ L
SRR R B RN NN Y L LR
SE3 AR LAY 2 kAT R GRS

Befr A K AAHGE T g % o L A2 RE L R A AR B

PR EREY T S EHTREE ML KA G Web Rk 3

ke

BT TR IR A RIRE D o R AE Mg £ 0 B

FREBALI i Y F R

ZHEET I5E S 4E T BB K ARG

Z = 3 Software as a Service (SaaS):

Ve

AL A RSB 6 0 ) AT R b 6§ ) AR

5

EE SRR o B F T2 R L BB -
Z =T % Platform as a Service (PaaS):
PR S g T LB R T S R

BARN GG - B R T e RS . S
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Google ~ i ~ # % ~ Yahoo! -

Z ##% % Infrastructure as a Service (laaS):

MAHRE (4o IT s~ FHES) Fodek o ok
Alg= 3 s B g gt o FEF rmiad B f

BE K LG

Which “layer” of the Cloud would you be most likely to approach?

Individual s oftwara
packages (Saad)

Complete operating system
and scftware package

availlable via cloud se. ..

Just infrastructure semvices

such as storage.
network capacily st (..

Secunty services
in the cloud

Other (please specify)

W 2-11 ° -] A EEHZTHRB2ZER

ik ISO/IEC JTC 1/SC27 N9314 : A SME perspective on cloud
computing - Survey PG. 10

B B % 2 4845 (Buropean Network and
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T o2 KA AoRI2-11 AR MYVER 2 TAE 22 AP M

AL Bl 2% 24 5 CP (Cloud Provider) sk @35 % ¢

=3 2 (public cloud):d & iZi®hf Tz =& g2 5 o
#3 2 (Private cloud):&@ p 30 p 7 g ILE $2F o
¥ &2 (Partner cloud): & £ ¥ P 2Lk g EE G -

7528 2 (Federation cloud): # BB =Ryc i * o
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Which solution do you see as the most suitable for an SME, according to this possible
Cloud Computing taxenomy?

Fublic Clowd (owned

and managed by an
unrelsted business)

Private Cloud (owned and
managed intemslly}

Partner Clowd (owned

and managed by a
trusted partnery

A federation of clouds

prov ided by vanous sources

(partnes. private.

Other (please specify)

ENISA(European Network and Information Security
Agency) ) * (Al g £ a o B P w? AL EfY 2 HE
W o s P A - A ot T ILZ By
FUERG P AeRl 2-12 0 R F] At g AR (Economic Scale)
ol omFs 2HEY AL E € ERE D] R

BRI AFARNTAFE LIRS - F TR 43

@’@{%%%fiiiﬁﬁiirﬁﬂﬁé%ﬁﬂ%’@%m
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What are your main concerns in your approach to Cloud
Computing?

Privacy

Availability of
services andlor data

Integrity of

services and/or data

of corporate data
B Not Important

Repudiati )
spudiEton B Medium Importance
Loss of contral of I Yery Important
services and/or data

Confidentiality ‘
|
‘ B Showstopper

Lack of liability of
providers in case of..

Inconsistency between
trans national..

Unclear scheme in the
pay per use approach

Uncontrolled
variable cost

Other

W 2-13: ? P AL ERZBINEMILNT 2R

ik ISO/IEC JTC 1/SC27 N9314 : A SME perspective on cloud
computing - Survey % 16 F

[SO/IEC JTC 1/ SC27 WG 5 *+ 2010-09 % 7 = i» < i*
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(ISO/IEC JTC1/SC 27 N9326 % =7 #% [SO/IEC JTC1/SC 27
N9314 Fx 23Rx4)EH ¢ A > & £ 2010-09-30 =Xeng
Fi«p‘ F‘}’/\'l"f%/\j;% -n\#ﬁ i Fic’g\

P2 338 5 (Cloud Computing)izi® A& ¥ ki > ¥ 3

- BERRSRP R LG DL L B A EE R Y
2R R T S EEE LS S T SR IE R

F2-4 2R g F? P WEFEN DR E HR Az RS

CLOUD PROVIDER CUSTOMER
A) Large company — strong ability to negotiate SME — Weak or lacking ability to negotiate
contract clauses contract clauses

B) Both the customer and the provider have the ability to negotiate contract clauses

C) SME — Weak ability to negotiate contract Large company or public administration - may

clauses negotiate contract clauses

Depending on the particular case (whether it is A, B or C), the way to tackle the issues

identified in subsection | may differ significantly.

74 &k ENISA, Cloud computing-Benefits, risks and recommendations for
information security, pg. 98

RERARAEEG TR E AT EE) R EF AR
F M E 2 R4 (4o [SO/IEC 27011 » PCI DSS) » #7104 e 2 =4

£/ (Cloud Provider) & & \pFfFu| 2 21 FEp 2 T

55



F 2R PR PRk B3k (SLAs, Service level

agreements) - M A iE S Y GER AL Ll FE o

v\\%‘

1.

28

CE T AE 2 E e T A BB
W B pCan® > 2 F (Security and the benefits of
scale)
W H-Z B A ke 22 F (Security as a market
differentiator)
Ty 12 A G % > pRI:(Standardised interfaces
for managed security-services)
At Eeik > ArE AR R (Rapid, smart scaling of
resources)
% P fr#Edpfc & (Audit and evidence-gathering)
{2 > 3 sefeg seeh{ #7770 & (More timely and
effective and efficient updates and defaults)
FPrRIE & N 5% { 40k & ¢ I (Audit and SLAs
force better risk management)

7 ¢ hig % (Benefits of resource concentration)
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v\\%‘

TAE R 2 b T IS

1. #Fci % 2%k % (Policy and organizational risks)

—

2. Btk *& (Technical risks)
3. 2 &Eh *& (Legal risks)

m WGH B Ay ZREE T 2 Ap MR R
B2 4> ISO/IEC 27001/2 ~ BS 25999 2 NIST Special
Publication 800-53 (i T % =3%) » HZ HFH enF L 2 ¢
B hEk o wp wiBi PmadfpE o & f£5 & 5 [SUS ¥

2 % i = ISO/IEC 27001 sk RRfe 0 21 0 & A4 % 22 4F

‘\‘4
[e]
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$=2% Z6lFEH

% - & Sony Play Station Network i# %2 % b

3.1.1 %6l %
(B> Sony il Z%2 APl = F 30 iE - ~ iz 2 )

pARRF 2011 # 47 20 p > Sony 7 =t R Iy

BERAELRY FRRMFRG F AR T EM R

*FFan (FEL IR S HRE R E) > Sony T} #I

Bom el TS AR A A Sony Fm P RS LG AERALT G
ERplE ot AR TS F ER L E L oo 3

LAKEA AT R M AEMER T B AR TARY ST

-

LAETT 2HEPpE KA R0 g R~ p B At R
€ FERED VI

Tl e PR B d EEAPH o L > F ek

¥ b Sony » FPLEF F o TH R T PG F afp iR
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(& 45MEH )> 39 L 20T BG4 % TP PSN tREL %45

< g
2]

A b e H 4 R PRAAIEBL T AG o Sony BiE Mg Y BB R

s

7 PSN * = & {47 PSN 2% 4 (70 NG H o e S SAE T

X~

2,

g# & 30 2y PS Plus ¢ A PRax ~ 30 % 0 7 Music

Unlimited PR7% (Qriocity) ¢F4e— &£ 2 255k ~ B p 2

aH

ﬁ*%ﬂf—r?‘;rﬁﬁ@ PSN PR F% et 4R o g A- BN E A o

3.1.2 & 6|0 ¥

BB E R L APPSR L LT A R
oA HlaH o A 2P RiE, 4R aund g
1.PS3 &3 HPC~ i o T Wt P 41972 3 325 Ep
1%

2. ki 4N (embedded) * = @2 %ER % et > Wi

B EXERBEE Server #init e A

3.1 % PSN ¢ * Hardware ID a2 *¥Z_PS3 only » - 4k PC &
B P PSN W F §ins e g CRh e

e ERErE A T N - BER S PS3 b MARRLR > T oL

jailbreak = ;8 ¥ 11z g b LR 0SS EV IR T AR e Rl B
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f3 0 BRIRI~2 PSN R eni@ i 4 2 o

iz Sony 5/1 p e (it = ) > 2% PSN 7 3 ez - K

E5

» 223 IPS/IDS kL% ¥ 0 2% E Ri%5 8 ~ % web server

T3

PR AR R 0 O R TR AT 230 @ A Sony f&

FRA L TR UL A FREFAE&a 5+ BB PSN

I
s

PRF% o
TSR
[ FH LR

B4t @ ¥ PSN server:g (7 845z > B~ 7 * = 4B table

N

R e - BB ARR K e o - T B RE T
A PR¥ o b SQLZFE 3% 5 < &

2.Web server % > Gk

F1* PSN web server i&iF > » & web server * £ ] * web server
He5LE » Database #-DB 2% Dump 4_- &3 K AL ¥ # 2 &k
SR T RE 2 ATE G IDS R BRE I~ &dp 4 0 web
server o B adk B £ % F AR rc#H g - LA PB~{F web server
saccount 0 R F F R AR~ BETHE o

3. % =

C\'}

AE R E R TR Pk

I
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i Sony @ nF AL > B RE FFAG AP BELF D
- a4 8o pow § ey MDS ~ DES~RSA - # ¢ DES
% MDS #RF RLfEL & o RSA 8228 vt g sy > 2 R A G el fRanw

i > Sony T* ¢ AR E_F b s N RE > Ay MD5 S R

\-

¥

IFQI;’WLLL¥€‘£“)}" 'r"é_g“%%g)\ PSNEE‘#:Q;I'—\ZS,E% "4‘:':—;'2,;

*«‘“)&

HONR R - R B AT o A TR R Rt - M

iR -

3.1.3 ¢ Z:4:F X PR3t 5 Sony ¥ 2
¢ ISO/IEC JTC 1/SC 27 N9314 ENISA, Cloud Coputing-
Benefits Risk, and Recommandation for information security
RFE IS AR 'R kg ieX Sony hE 2 o
T 5 & 7o 22 RE=h % (Risks) > V#=33 B (Vulnerabilities) -
7 A (Assets) &% N9314 < i Bl 4 #74 472 R 5L:

R.D 2 =8RG+ % ik 5% £ Pz

61



# 1 ZHIRIF¥ AL P2 b %

Probability N/A
Impact VERY HIGH Comparative: Higher
Vulnerabilities V46. Poor provider selection

V47. Lack of supplier redundancy
V31. Lack of completeness and transparency in terms of use

Affected assets A1, Company reputation

A2, Customer trust

A3, Employee loyalty and experience
A9, Service delivery — real time services

A10. Service delivery

Risk MEDIUM

FAL kR ISO/IEC JTC 1/SC 27 N9314-ENISA, Cloud Coputing- Benefits
Risk, and Recommandation for~information security, pg 31
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3 28&pFE b

Probability MEDIUM Comparative: Higher (for a given

piece of data)

Impact HIGH Comparative: Same

Vulnerabilities V1. AAA vulnerabilities

V&. Communication encryption vulnerabilities

VA, Lack of or weak encryption of archives and data in transit
V17. Possibility that internal (cloud) network prohing will occur
V18. Possibility that co-residence checks will be performed

V31. Lack of completeness and transparency in terms of use

Affected assets A1, Company reputation
A2 Customer trust

A4, Intellectual property
A5, Personal sensitive data
A6. Personal data

A7. Personal data - critical
A8. HR data

A23. Backup or archive data

Risk MEDIUM

AL kR ISO/IEC JTC 1/SC-27<N9314 ENISA,Cloud Coputing- Benefits
Risk, and Recommandation for infermation security, pg 38
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233 T4 4HhBEGHIA

Probability LOW Comparative: N/A
Impact HIGH Comparative: Higher
Vulnerabilities V11. Poor key management procedures

V12. Key generation: low entropy for random number generation

Affected assets A4, Intellectual property
A5. Personal sensitive data
AB6. Personal data

A7. Personal data - critical
A8. HR data

Al2. Credentials

Risk MEDIUM

AL kR ISO/IEC JTC 1/SC 27 N9314-ENISA, Cloud Coputing- Benefits
Risk, and Recommandation for~information security, pg 41
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Cloud Access Control
Service Provider

/ Requestor’s Agerh

Access Request | : )

/Consumer’s Agent \

I

S Access
ls= \ o) Authorization
3= Cloud Identity

= Privacy Enforcer
| Service Plovider /
Data S;W Encrypted
> E§ Request Results
.48
Encrypted Cloud Data o= " Decrypted
Data Service Provider = Data
& 4 > 4

B b-1 Better Cloud Computing Architecture for

Privacy-Preserving and Usable Data Outsourcing

TR kR - ISO/IEC JTC1/SC 27 N9326 , Modelling Cloud Computing
Architecture Without Compromising Privacy: A Privacy by Design
Approach, Pg. 11, (May, 2010)

77



SR

ISO 27001 Certificate website

Jhttp://www. 1s027001certificates. com/Registerk?

0Search. htm(2011/5/20) -

B A FALEEE (2010) -

A+ FE (PCDHFERE 21%8#(2010)% 5 PCI DSS-3Zjz 3
Z B F2p 2 0 ke

PR R R R E RIRE (201D L R -2 4 L TRy
2% o

7 4e(2010) Fi% 2ipIm2 T B | Ty o

Bofhr s 2 5 55 PR (2009) R E PR RE LTS o

HEH % &5
FORHS B 73

f

(20118 4 FA FE e TR > ¥ LA,
€ >MIF % 2798 > B 5-240 -

é‘ae.e

HRH % & Ky > Q0113 = % Mﬂ’-ﬂ@w ﬁg T A T
TRET A, FORBM T AT 2R ¥ 28200 F 4-140

BB~ F iR eE ~ HOR(2010) F % 2 8 T8k S R AR 1 A
PR M B BB R, DR F e s A1TE(S B
<) e

78


http://www.iso27001certificates.com/Register%20Search.htm
http://www.iso27001certificates.com/Register%20Search.htm

[SO (2005)ISO/IEC 27001 Information technology-Security
techniques - Information security management systems

- Requirements °

[SO (2010)Text for ISO/IEC 3rd WD 27014—Information
technology—Security techniques— Information security

governance framework o

[SO (2010) ISO/IEC JTC1/SC 27 N8808 Information technology

- Security techniques-Privacy reference architecture °

[SO (2010) ISO/IEC JTC1/SC 27 N9226 Information technology

- Security techniques-Privacy framework o

1SO (2010) ISO/IEC JTCI/SC-27 4™WD N9001 Information
technology - Security techniques - Information

security management systems = Requirements °

IS0 (2010) ISO/IEC JTC1/SC-27 N9326Modelling cloud computing

architecture without compromising privacy ¢ Pg. 10-11

ISO (2010) ISO/IEC JTC1/SC 27 N9314 Cloud computing — ENISA

Liaison Reports

PCI (Payment Card Industry) Council (2010) PCI DSS (Data
Security Standard) Requirements and Security
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