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Abstract

Cryptanalysis is the art or science of deciphering encrypted communications without
knowing the proper keys. Therefore, cryptanalysis is the complex process of recovering the
plaintext and key from a cipher. Studying cryptanalysis is a difficult task because there is no
standard textbook to use. The well-known cryptanalysis methods in the literature are Letter
Frequencies, Digraph Analysis, Kasiski Tests, Coincidence Index, Differential Analysis,
Linear Analysis, etc. Over the past years, cryptanalysts are continually seeking new methods
for automating attacks on ciphers. Traditionally, the new technique is applied to a smple
cipher in the first instance, following which it is scrutinized for possible use against more
complex or different kind of cryptosystems.

We proposed a project and started to study cryptanalysis by applying genetic algorithms
to break ciphers three years ago. To simplify this study, we limited our work on Vigenere
cipher and made some reasonabl e assumptions on cryptanaysis. We expected this study could
be extended to the more complex cryptosystems. The motivation of our study is that we plan
to design a systematic and efficient approach to attack various cryptosystems for finding the
weakness of their design. This is because an unbreakable cryptosystem ensures the security of
data communications and the reliability of digital signatures over the network. The conclusion
of our work is that genetic algorithms can be used for breaking stream ciphers, which have
fixed-length key parameters. We presented this result at the Fifth Conference on Artificial
Intelligence and Applications and received an honorary excellent paper award.

Now, we would like to continue the previous work for breaking more complex
cryptosystems using genetic algorithms. Therefore, we propose a two-year NSC project in an
attempt to use genetic algorithms as a new approach for cryptanaysis. Our proposal isthat in
the first year we plan to study how to apply genetic algorithms to break block ciphers,
including DES, LUCIFER, FEAL, IDEA, SKIPJACK, which are more complex than stream
ciphers. In the second year, we plan to include classifier systems as a genetic algorithm’'s
learning tool. With the learning power, we hope that the proposed genetic algorithm approach
can attack asymmetric cryptosystems, e.g., knapsack algorithm, effectively.

Keywords: Cryptanaysis, Cryptography, Block Ciphers, Knapsack Cryptosystem, Learning,
Genetic Algorithms, Classifier Systems, Asymmetric Cryptosystems



(Cryptology)
(Cryptography)
(Cryptanalysis)

(Stream Ciphers) (Block Ciphers) (Symmetric Keys)
(Asymmetric Keys)
(Number Theory)

(Ciphertext-only Attack)
(Known Plaintext Attack) (Chosen Plaintext Attack)
(Chosen Ciphertext Attack)
(Meet-in-the-Middle Attack)
(Try-and- Error)

(Alphabetic
Frequency) (Digraph Analysis) (Kaisiski Test)
(Coincidence Index) (Differential Cryptanalysis) (Linear
Cryptanalysis)



(Kasiski Test)

Cryptanalysis)

Lucifer

1994

Matsui

Vigenere

K erckhoff

" (Try-and- Error)

(Index of Coincidence)

(Digraph)
1990 Biham Shamir (Differential
1991
1992 16 DES 1993
1993 Matsui (Linear Cryptanalysis)

Langford Hellman
-- (Differential-Linear Cryptanalysis)
Matsui Yamagishi meet-in-the-middle FEAL
16 DES 1995 Youssef



Trvars S-Box 1995 Jakobsen
(Substitution Ciphers)

(Theoretical Security) (Practical Security)
Shannon
( )
(One-Time Pad) Vernam Cipher Vernam
Cipher
W(n)
n n
W(n) W(n)
Wh(n) n h
Wh(n)
Wh(n)
(Block
Ciphers)

Electronic Code Book
(ECB), Cipher Book Chaining (CBC), Cipher Feedback (CFB), Output Feedback
(OFB) Data Encryption Standard (DES), Triple-DES,
Rivest Cipher 5 (RC5), International Data Encryption Algorithm (IDEA), Skipjack,
CAST DES IDEA
DES 56 DES 56



Skipjack 80 IDEA 128 DES
DES S-Box IDEA
(Confusion) (Diffusion)
DES 56 64 64
16 XOR S-Box
IDEA
(d) Rule and message subsystem
(b) Reward subsystem
(c) Rule Generation subsystem
(Detector) (Effector) (Message
list) (Classifiers store) (Rule base)
information action
. ' —> 101001101  ——¥ — >
byl | 010111011
10#0##: 1011100
##001#: 0010011
<classifier> ::= <condition> : <message>
<condition> ::= {0, 1, #"
classifier

condition if-part message then-part
if
classifier



Envircnment

Input from Effaci Faednack
Ervrpnment Enwironmend
Chriffer Systern
Delachors | | Effactars |
age Spage

T Classiar

C lussfer " . |
" DrEcoyery (A5

= opulalinr ¥ 1A

reinforcement trainer

life tax

genetic-based machine learning



o N

10.
11.
12.
13.
14.
15.

16.

17.

reinforcement learning
BBA ( )
BBA

E. Biham and A. Shamir, Differential Cryptanalysis of the Data Encryption Standard,
Springer-Verlag, Berlin, 1993.

L. Davis, editor, Genetic Algorithms and Simulated Annealing, Morgan Kaufmann
Publishers, LosAltos, CA, 1987.

B. Den Boer, “Cryptanalysis of F. E. A. L.”, Advances in Cryptology EUROCRY PT ‘88
Proceedings, Springer-Verlag, 1988, pp. 275-280.

D. E. Denning, Cryptography and Data Security, Addison-Wesley Publishing Company,
Reading Mass., 1982.

W. Diffie and M. E. Hellman, “New directions in Cryptography”, IEEE Transactions on
Information Theory, vol. 22, no. 6, pp. 644-654, 1976.

L. J. Fogel, A. J. Owens, and M. J. Walsh, Artificial Intelligence Through Simulated

Evolution, Wiley Publishing, New York, 1966.

M. Gardner, Codes, Ciphers, and Secret Writing, Dover Publications Inc. 1972.

D. E. Goldberg, “Genetic Algorithms and Rule Learning in Dynamic System Control”,

Proceedings of the First International Conference on Genetic Algorithms and Their

Applications, pp.8-15, 1985.

D. E. Goldberg, “Genetic Algorithms and Rule Learning in Dynamic System Control”,

Proceedings of the First International Conference on Genetic Algorithms and Their

Applications, pp.8-15, 1985.

J. H. Holland, “ Adaptation in Natural and Artificial Systems’, Ann Arbor: The University

of Michigan Press, 1975.

J. H. Holland, “Properties of the Bucket Brigade”, Proceedings of the First International

Conference on Genetic Algorithms and Their Applications, pp.1- 7, 1985.

T. Jakobsen, “A Fast Method for the Cryptanalysis of Substitution Ciphers’, From

T.Jakobsen@mat.dtu.dk.

D. Kahn, The Codebreakers. The story of Secret Writing, Macmillan Co., New York,

1967.

D. Kosiur, Understanding Electronic Commerce, Microsoft Press, Redmond, Washington,

1997.

J. Koza, Genetic Programming, The MIT Press, Cambridge, MA, 1992.

F. T. Lin, “Genetic Algorithms for Ciphertext-Only Attack in Cryptanalysis’, Proceedings

of 1995 IEEE International Conference on Systems, Man, and Cybernetics, Vancouver,

Canada, pp. 650-654, 1995.

J. L., Massey, “An introduction to Contemporary Cryptology”, Proceedings of the IEEE,

vol. 76, no. 5, pp. 533-549, 1988.




18. M. Matsui, “Linear Cryptanalysis Method for DES Cipher”, Proceeding of
EUROCRY PT’ 93, Springer-Verlab, Berlin, pp. 386-397, 1993.

19. M. Matsui, The First Experimental Cryptanalysis of the Data Encryption Standard,
Advancesin Crytology, CRY PTO’ 94, pp.1-11, 1994.

20. M. Matsui, The First Experimental Cryptanalysis of the Data Encryption Standard,
Advancesin Crytology, CRY PTO’ 94, pp.1-11, 1994.

21. M. Mitchell, An Introduction to Genetic Algorithms, A Bradford Book, The MIT Press,
Mass.,1996.

22. K. Nyberg, “Linear Approximation of Block Ciphers, Advances in Cryptology”
EUROCRY PT ‘94 Proceedings, Springer-Verlag, 1995, pp. 439-444.

23.P. C. van Oorschot, M. J. Wiener, “A Known-Plaintext Attack on Two-Key Triple
Encryption”, Proceedings of EUROCRY PT’ 90, LNCS 473, pp. 318-325, 1990.

24.T. Ritter, “Differentiad Cryptanalysiss. A  Literature  Survey”, From
http://www.io.com/~ritter/RES/DIFFANA.HTM

25.T. Ritter, “Linear Cryptanalysis: A Literature Survey”, From
http://www.io.com/~ritter/RES/LINANA.HTM

26. B. Schneier, Applied Cryptography Second Edition, John Wiley & Sons, New York, NY,
1996.

27. B. Schneier, A Self-Study Course in Block-Cipher Cryptanalysis, Cryptologia, Vol. 24, No.
1, 2000, pp. 18-34.

28. D. R. Stinson, Cryptography Theory and Practice, CRC Press, Boca Raton, FL, 1995.

29. S. Wilson and D. E. Goldberg, “A Critical Review of Classifier Systems’, Proceedings of
the Third International Conference on Genetic Algorithms, 1989, pp. 244-255.

30. Advanced Encryption Standard Devel opment Effort,
http://csrc.nist.gov/encryption/aes/aes_home.htm.

31. 1989

32. 1995



